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SECURITY SYSTEM 

The present invention relates to a security system and method for 
providing the same. The invention relates particularly, but not exclusively, to 
domestic security systems for detecting intruders within the home. 

It is well known for commercial and domestic properties to be provided 
with security systems for preventing unauthorised entry and for raising an alarm once 
an unauthorised entry has occurred. A conventional security system will typically 
comprise one or more sensors for locating at points of entry of a property (e.g. doors 
and windows), one or more pressure sensors for locating on a floor of the properly, 
and/or one or more infrared sensors for wall mounting within a property. In this way, 
a security system can be well equipped to detect an initial unauthorised entry into a 
property and any subsequent unauthorised movement within a property, A 
conventional security system will also generally be provided with an audible alarm 
which may be activated when a sensor detects an unauthorised entry or movement. 
Interested third parties (e,g. neighbouring property owners) are thereby made aware of 
an unauthorised entry and the individual giving rise to the alarm is warned off It is 
also known for conventional security systems to communicate an alarm to a particular 
third party (generally the police through an alarm receiving centre) so that appropriate 
and effective action can be immediately taken. This communication can be provided 
simultaneously with an audible alarm or as an alternative thereto. 

Although the aforementioned prior art security systems are effective at 
both detecting unauthorised entry to a property and subsequently raising an alarm, 
such systems can give rise to a number of difficulties. Firstly, it is not uncommon for 
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sensors to erroneously trigger an alarm where no unauthorised entry or movement has 
been made. In these circumstances, an audible alarm (if provided) will be undesirably 
maintained until automatically terminated or manually terminated by a third party. 
Where an alarm is communicated to a third party obliged to investigate the source of 
the alarm, an erroneous detection by a sensor can be an inconvenient and costly waste 
of time. Secondly, conventional security systems rely on third parties rather than the 
owner of the relevant property to react to an alarm. Regrettably, due to the tendency 
for sensors to erroneously detect unauthorised entries, third parties tend to be slow in 
responding to an alarm once raised. Fmally, when a conventional security system 
accurately detects an unauthorised entry to a properly and raises an alarm, the intruder 
will often have vacated the property before any third party investigates. Thus, a 
conventional security system will generally only indicate entry to a property without 
offering any assistance in identifying the intruder. 

The present invention attempts to address the aforementioned problems 
associated with prior axt security systems. 

A first aspect of the present invention provides a security system 
comprising a sensor for detecting the occurrence of an unauthorised event; a camera 
for generating data suitable for the production of a picture; and means for sending 
said data to a remote internet server in response to said sensor detecting the 
occurrence of an event. 

Thus, a security system according to the present invention may be 
interrogated through use of the internet. When a sensor of the present invention 
detects the occurrence of an unauthorised event such as a forced entry into a property, 
a camera focussed on the event location can be used to provide the owner of the 
property (or a third party) with a view of the property. The property owner or third 
party may of course obtain this view over the internet from anywhere in the world. 
The present invention therefore has the advantages of allowing a property owner to 
remotely investigate the triggering of an alarm. As a result, the property owner does 
not need to rely on third parties who may have a tendency to react slowly when an 
alarm is raised. Furthermore, regardless of the property owner's location in the 
world, a remote investigation of an alarm can be made quickly, conveniently and 
inexpensively. Accordingly, an audible alarm generated as a result of an erroneous 
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sensor detection can be manually investigated, albeit from a remote location, in a 
rapid and time efficient manner. The nuisance to neighbours associated with an 
audible alarm can therefore be minimised. Also, pictures generated by the present 
invention can be advantageously stored so as to assist in identifying an intruder. 

The security system may jfurther comprise means for recording said 
data generated by the camera. The recording means may also be adapted to record 
said data as said data is generated by the camera and to delete said recorded data once 
a predetermined condition is achieved. The recording means is preferably adapted to 
not delete said recorded data when said sensor detects the occurrence of an event. 

Ideally, the data sending means is adapted to send said recorded data to 
a remote internet server when said sensor detects the occurrence of an event The 
recording means may also be adapted to not delete said data generated by the camera 
during a predetermined period which follows said sensor detecting an occurrence of 
an event. The data sending means may be adapted to send, to a remote internet server, 
said data generated by the camera during a predetermined period following said 
sensor detecting the occurrence of an event. 

The aforementioned predetermined condition may be achieved by the 
lapsing of a period of five seconds from generation of said recorded data. Also, the 
aforementioned predetermined period may be ten seconds. 

It may be preferable for the data sending means to be adapted so as to 
send data at a rate sufficient for the production of one still picture per second. The 
system of the present invention may further comprise said internet server wherein said 
server is adapted to record said data sent by the data sending means. Also, the camera 
may be one of a plurality of cameras comprised in the system. It is preferable for 
means to be provided for permitting one of said plurality of cameras to be selected so 
that data generated by a selected camera is sent by the data sending means and so that 
data generated by a not selected camera is not sent by the data sending means, 

A second aspect of the present invention provides a method of 
providing a security system, the method comprising the steps of detecting the 
occurrence of an unauthorised event by means of a sensor; generating data suitable 
for the production of a picture by means of a camera; and sending said data through a 
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remote internet server in response to detecting the occurrence of an unauthorised 
event. 

The method ideally comprises the further step of recording said data. It 
may also be preferable to provide the yet further step of deleting said recorded data 
once a predetermined condition is achieved. Ideally^ said recorded data is not deleted 
when, prior to an achievement of said predetermined condition, the occurrence of an 
unauthorised event is detected Preferably, said predetermined condition is achieved 
by the lapsing of a period of five seconds jGrom generation of said recorded data. 

It is further preferable for said recorded data to be sent to a remote 
internet server when an unauthorised event is detected. 

Furthermore, it is preferable for said data generated during a 
predetermined period following said detecting of an unauthorised event to be not 
deleted. It is also preferable for said data generated during a predetermined period 
following said detecting of an unauthorised event to be sent to a remote internet 
server. Ideally, said predetermined period is ten seconds. Also, said data may be 
generated at a rate sufficient for the production of one still picture per second. 

An embodiment of the present invention will now be described with 
reference to the accompanying drawings, in which: 

FIGURE 1 is a schematic view of a security system according to the 
present invention; and 

FIGURE 2 is a schematic view of a further security system according to 
the present invention. 

The security system 1 shown in the accompanying Figure 1 comprises a 
security panel 2, a sensor 3 and a keypad 4. The security panel 2, sensor 3 and keypad 
4 are commonly found in conventional security systems. In the present embodiment, 
the sensor 3 is a conventional infrared sensor for sensing movement. The security 
panel 2 operates to control activation of the sensor 3 and to interpret signals received 
from said sensor 3. The keypad 4 allows a user to provide the security panel 2 with 
various instructions. In this latter regard, the keypad 4 may be used to activate or 
deactivate the sensor 3. In an alternative embodiment, a security system according to 
the present invention may be provided with more than one sensor and, in such an 
embodiment, the keypad 4 may be operated by a user so as to activate one or more of 
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the available sensors. A user may, for example, use the keypad 4 to activate point of 
entry sensors whilst deactivating infrared sensors for detecting motion. In this way, a 
user may protect a property whilst allowing movement by persons or pets within the 
property. This technology is well known and understood by those skilled in the art. 

The security system 1 further comprises a modem 5, a camera control 
unit 6 (an Interactive Control Box - ICBox), and two cameras 7,8. The two cameras 
7,8 are CCD web cameras linked to the modem 5 via the camera control unit 6. The 
security panel 2 is also connected to the modem 5. A retrofitting of the modem 5, 
camera control imit 6 and cameras 7,8 to a conventional security panel may therefore 
require modification to said panel so as to permit the aforementioned modem 
connection. The connection may be made using a four wire serial interface. Iti this 
regard, the security panel may be provided with an RS232 port. The modem 5 allows 
communication between the camera control unit 6 and/or the security panel 2 and a 
remote internet server 9 via a PSTN line and a receiving unit 10. The receiver unit 10 
functions to interpret the alarm protocols used by the security panel 2. Where the 
receiver unit 10 is to be provided as part of a retrofit package, said unit 10 is 
programmed to interpret the standard alarm protocols of existing security panels. The 
receiver unit 10 translates the alarm protocols of an associated security panel into a 
standard format which can be understood by the server 9 and presented to a property 
owner (or an authorised third party). 

In a modification to the security system 1 shown in Figure 1, a further 
security system 20 is shown in Figure 2 of the accompanying drawings wherein the 
single modem 5 is replaced with two separate dedicated modems 22,24. The first 
modem 22 is dedicated to the security panel 2 and allows communication of standard 
alarm protocol signals to the remote internet server 9 via a PSTN line connection and 
a receiving unit 10. In this regard, the modified security system 20 operates in a 
similar manner to the security system 1 shown in Figure 1. Also, as in the case of the 
security system 1 of Figure 1, a retrofitting of the security panel modem 22 may 
require modification to the security panel 2. Connection of the modem 22 to the 
security panel 2 may be made using a four wire serial interface. This may be achieved 
through use of an RS232 port provided in the security panel 2, The second modem 24 
is dedicated to the camera control unit 6 and operates to communicate digital images 
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from the cameras 7,8 to the remote internet server 9 via a PSTN line connection and a 
receiving unit 12. The receiving unit 12 places the received signal in a fonnat suitable 
for the internet server 9. Communication between the security panel 2 and the camera 
control unit 6 is achieved either by means of a direct link or by means of an indirect 
link via one or both of the modems 22,24. 

In both security systems 1,20 shown in the accompanying drawings, the 
cameras 7,8 are black and white web cameras which are strategically located inside or 
outside a property and are preferably focussed on the detection area associated with 
the sensor 3, A security system according to the present invention having more than a 
single sensor will be preferably provided with at least one camera for each sensor. 
The or each camera associated with a particular sensor will be focussed on the area or 
point of entry protected by the sensor, A camera associated with an infrared sensor 
will, for example show a wide angle view of the area in which the sensor is capable of 
detecting movement. 

The cameras 7,8 in the present embodiments are capable of generating 
grey sicale pictures. Alternative cameras may however be provided for generating 
colour pictures or for operating in low light conditions. 

The cameras 7,8 are each powered through the security panel 2 via the 
camera control unit 6. When the security system 1 is activated, the camera control 
unit 6 records images generated by the two cameras 7,8. In an embodiment 
comprising more than one sensor 3, the camera control unit 6 will only record images 
generated by those cameras associated with a sensor which has been activated. The 
camera control unit 6 is capable of processing images generated by a total of eight 
cameras and communicates with said cameras via high-speed serial links. Due to 
processing and memory constraints, the camera control unit 6 records images 
generated by each camera 7,8 at a rate of one picture per second. Again, due to 
memory constraints, each picture recorded by the camera control unit 6 is retained for 
a finite period of time. The camera control unit 6 has sufficient memory to allow five 
pictures from up to eight cameras to be stored. Thus, a recordal rate of one picture per 
second, images from a particular camera will be retained for a period of five seconds. 

The control logic of the camera control unit 6 is such that, upon 
detection by the sensor 3 of a suspected unauthorised event ( i.e. an unauthorised entry 
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into a property), the images previously generated by the cameras 7,8 associated with 
the sensor 3 and presently stored within the memory of the camera control unit 6 are 
downloaded via the associated modem (i.e. modem 5 for the security system 1 of 
Figure 1 and modem 24 for the security system 20 of Figure 2) to the internet server 9. 
In this way, images of a protected area of property immediately prior to sensor 
detection are made available. 

The control logic of the camera control unit 6 is also such that images 
generated in a finite period after a sensor detection are sent downline to the internet 
server 9. Thus, in the present embodiment, when the sensor 3 detects an unauthorised 
movement, images generated by the cameras 7,8 in the subsequent predetermined 
period are downloaded to the internet server 9. In the present embodiment, said 
predetermined period is ten seconds. Accordingly, images of a property in a period of 
five seconds prior to a sensor detection and a period of ten seconds after a sensor 
detection are available for remote viewing by the property owner (or an authorised 
third party) by means of the internet. 

The image data generated by each camera 7,8 is transmitted to the 
internet server 9 in a compressed format. Once received by the internet server 9, the 
image data may be processes so as to provide photographic pictures. This processing 
may occur automatically as soon as the image data is received by the internet server 9 
or may occur in response to the internet server 9 being interrogated by the property 
owner or other authorised party. Also, in addition to the aforementioned image data 
being transmitted to the internet server 9, said data may be permanently retained 
within the memory of the camera control unit 6 until cleared by the property owner. 

When the internet server 9 receives (via receiver unit 10) image data 
from the camera control unit 6 as a result of the sensor 3 detecting an unauthorised 
event, the server 9 automatically sends a message to the property owner (an authorised 
third party) by means of e-mail, voicemail or SMS. A message may also be sent to a 
third generation mobile device. Other communication means may also be used. The 
message receiver is thereby notified of a potential unauthorised event associated with 
a particular property. The message receiver may then access (by means of the internet 
server 9) pictures of the property which were recorded in the five second period 
before the unauthorised event and the ten second period after the unauthorised event. 
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The internet server 9 not only presents images of a property, but also presents otlier 
information regarding the status of the security system 1,20 and the associated 
property. Such other information may, for example, include identification of the 
sensor detecting an unauthorised event, the number of times said sensor has been 
triggered and/or a time and date stamp on each picture (or video frame) so as to 
provide accurate time evidence of an unauthorised event. 

As well as transmitting data to the internet server 9, the camera control 
unit 6 is provided with control logic allowing the reception and. interpretation of 
instructions provided by the internet server 9* The camera control unit 6 may, for 
example, allow live remote viewing of a property via the internet server 9. Thus, once 
the sensor 3 has detected an unauthorised event and the recorded images have been 
viewed, a property owner may then view live images generated by the cameras 7,8 so 
as to determine current status at the property. The camera control unit 6 may also 
allow the field of view of a particular camera 7,8 to be adjusted, permit specific 
sensors to be activated or deactivated, and/or allow the length of the aforementioned 
recording periods (i.e, the five and ten second periods) to be altered. Indeed, the 
camera control unit 6 may be provided with suitable control logic for allowing 
complete remote control of the security system 1,20 by means of the internet server 9. 

The present invention is not limited to the specific embodiments and 
methods described above. Alternative arrangements will be apparent to a reader 
skilled in the art. For example, one or more microphones may be provided so that 
sound, as well as images, can be recorded and listened to from a remote location. 
Furthermore, the transmission/processing rates may be increased so as to improve 
picture/video quality. The camera control unit 6 may also be provided as an integral 
part of the security panel 2. The camera control unit 6 and the security panel 2 may 
have a common power input line. 
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1. A security system comprising a sensor for detecting tlie occurrence of 
an unauthorised event; a camera for generating data suitable for the production of a 
picture; and moans for sending said data to a remote internet server in response to 
said sensor detecting the occurrence of an event. 

2. A security system as claimed in claim 1, the system further comprising 
means for recording said data generated by the camera. 

3. A security system as claimed in claim 2, wherein the recording means 
is adapted to record said data as said data is generated by the camera and to delete said 
recorded data once a predetermined condition is achieved. 

4. A security system as claimed in claim 3, wherein the recording means 
is adapted to not delete said recorded data when said sensor detects the occurrence of 
an event 

5. A security system as claimed in claim 3 or 4, wherein the data sending 
means is adapted to send said recorded data to a remote internet server when said 
sensor detects the occurrence of an event. 

6. A security system as claimed in any of claims 3 to 5, wherein the 
recording means is adapted to not delete said data generated by the camera during a 
predetermined period which follows said sensor detecting the occurrence of an event. 

7. A security system as claimed in any of claims 3 to 6, wherein the data 
sending means is adapted to send, to a remote internet server, said data generated by 
the camera during a predetermined period following said sensor detecting the 
occurrence of an event. 
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8. A security system as claimed in claim 6 or 7, wherein said 
predetermined period is ten seconds. 

9. A security system as claimed in any of claims 3 to 8, wherein said 
predetermined condition is achieved by the lapsing of a period of five seconds from 
generation of said recorded data. 

10. A security system as claimed in any preceding claim,, wherein the data 
sending means is adapted to send data at a rate sufficient for the production of one still 
picture per second. 

11. A security system as claimed in any preceding claim, the system forther 
comprising said internet server wherein said server is adapted to record said data sent 
by the data sending means. 

12. A security system as claimed in any preceding claim, wherein said 
camera is one of a plurality of cameras comprised in the system. 

13. A security system as claimed in claim 12, wherein means are provided 
for permitting one of said plurality of cameras to be selected so that data generated by 
a selected camera is sent by the data sending means and data generated by a not 
selected camera is not sent by the data sending means. 

14. A method of providing a security system, the method comprising the 
steps of detecting the occurrence of an unauthorised event by means of a sensor; 
generating data suitable for the production of a picture by means of a camera; and 
sending said data to a remote internet server in response to detecting the occurrence of 
an unauthorised event. 

15. A method as claimed in claim 14, the method comprising the further 
step of recording said data. 
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16. A method as claimed in claim 15, the method comprising the further 
step of deleting said recorded data once a predetermined condition is achieved, 

17. A method as claimed in claim 16, wherein said recorded data is not 
deleted when, prior to an achievement of said predetermined condition, the occurrence 
of an unauthorised event is detected^ 

18. A method as claimed in claim 16 or 17, wherein said predetermined 
condition is achieved by the lapsing of a period of jBve seconds from generation of 
said recorded data, 

19. A method as claimed in any of claims 16 to 18, wherein said recorded 
data is sent to a remote internet server when an unauthorised event is detected. 

20. A method as claimed in any of claims 16 to 19, wherein said data 
generated during a predetermined period following said detecting of an unauthorised 
event is not deleted. 

21. A method as. claimed in any of claims 16 to 19, wherein said data 
generated during a predetermined period following said detecting of an unauthorised 
event is sent to a remote internet server. 

22. A method as claimed in claim 20 or 21, wherein said predetermined 

period is ten second. 
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